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This article discusses the confluence of international initiatives to counter 
money laundering and terrorist finance with migrant remittances and the 
growing use of mobile telephone technology for more than making a call. 
The experiences of Kenya and the Philippines with mobile telephone-based 
financial services are outlined as potential models consistent with the ‘risk- 
based’ approach now promoted by the Financial Action Task Force 
(FATF), one objective being to encourage the implementation of regulation 
of m-money services by recognising the development and social-welfare 
opportunities offered by the technology in the context of a developing 
economy. 
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1 Introduction 


In the past decade a number of international initiatives involving banking and finance 
have been instituted, with an impact on the financial sector of the developing economy, 
some targeted specifically at offshore financial centres while a number are intended to 
be global (VIcek, 2008a). This article addresses two aspects relevant to the developing 
economy: the regulatory measures to counter money laundering/terrorist financing and 
inbound remittances from migrant labourers. At first glance there is no immediate 
connection between these two topics; however, the quantity and movement of 
remittances have created a fear that they may conceal the financing of terrorism. 
Migrant remittances have been an important part of the economy for a number of 
developing economies since at least the 1950s and represent a major component of the 
MIRAB (Migration, Remittance, Aid and Bureaucracy) economies identified among the 
developing economies of the Pacific region during the 1980s (Connell and Brown, 
2005; Connell and Conway, 2000). Global remittance flows in 2009 amounted to 
US$415.3 billion, including US$19.8 bn (12.3% of GDP) to the Philippines and US$1.7 
bn to Kenya (5.6% of GDP).' Emerging new payment technologies, specifically here the 
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use of mobile telephones as a financial platform, provide efficient and cost-effective 
means to transfer money. 

The impact of mobile telephones for development has been observed by 
development specialists for several years.’ The fact that the role performed by mobile 
telephone technology in a developing economy was the subject of a Special Report in 
The Economist in September 2009 demonstrates an increased awareness outside the 
development community of that role. The emerging use of mobile telephones to transfer 
remittances, also known as m-money, at the same time introduces new concerns about 
technological misuse as a new route for money laundering or terrorist finance.’ It is this 
aspect of anti-money laundering (AML) in the international political economy of 
developing economies that is addressed here. The experiences of two developing 
economies, Kenya and the Philippines, will be presented as examples to consider for 
regulation strategies, while at the same time expanding the beneficial aspects of 
increasing mobile telephone usage/penetration for the developing economy. These two 
cases provide useful points of comparison for the regulation of mobile money in a 
developing economy; the Philippines mainly receives remittances from workers outside 
the country, while Kenya’s main remittance corridor is domestic, from the urban centre 
to the rural periphery. 

Why should the subject of global anti-money laundering standards be a matter of 
concern for developing economies? In particular, why should the vast majority of 
developing economies be concerned when the local domestic financial sector is small 
and they are not threatened by transnational terrorist groups such as al Qaeda? The 
concern is not with the likely impact on the local economy if money laundering or 
terrorist financing might be revealed, but rather with the likely impact on the developing 
state economy if it is deemed ‘non-co-operative’ with international initiatives and is 
financially ostracised as a result.’ The experience of the Philippines represents the 
justification for investigating this specific issue as emblematic of the potential negative 
consequences that arise when a state is labelled ‘non-co-operative’. The economic 
circumstances of the Philippines, with a large rural base, limited manufacturing capacity 
and large remittance flows from a community of overseas Filipino workers (OFWs), 
offers a useful case study because the Philippines was on the initial blacklist of non-co- 
operative countries and territories (NCCT) with respect to the Financial Action Task 
Force’s (FATF) Forty Recommendations to combat money laundering in 2000 
(Financial Action Task Force, 2000a). 

As outlined further below, the FATF’s blacklist did not concern mobile money or 
remittances, but it did represent a potential barrier to the smooth transfer of remittances 


2. See, for example, the review article by Duncombe and Boateng (2009), in addition to other recent 
publications (Aker and Mbiti, 2010; Heyer and Mas, 2009; Mas and Morawczynski, 2009) 

3. Other economic development aspects of the use of a mobile telephone in a developing economy are not 
addressed here. These include variations such as m-banking (for access to a bank account via mobile 
telephone) and the use of SMS text messages to access information from health professionals, farming 
advice, and contacting potential customers/suppliers. For these, see The Economist special report, 26 
September 2009. 

4. References to anti-money laundering standards in this article should be understood to include the separate 
Special Recommendations on Terrorist Financing created by the FATF since 2001. For all practical 
purposes, in a developing state economy there is no significant distinction between the two areas; see, for 
example, Caribbean Financial Action Task Force (2009). 
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to the Philippines. The Philippines has recognised for many years the important 
developmental contribution that is provided by migrant remittances. Consequently as a 
result of its FATF blacklist experience, the Philippines has been pro-active in satisfying 
anticipated potential international standards related to new technologies, specifically the 
new payment methods that are emerging to facilitate international remittance flows 
(Bureau for International Narcotics and Law Enforcement Affairs, 2008: 13). Kenya 
represents a variation to the case of the Philippines, as, in addition to international 
remittances, there is a significant domestic remittance flow from migrant citizens 
residing in urban areas back to their rural homesteads (Morawczynski, 2008). And the 
M-PESA service offered by the local company Safaricom is commonly referenced as 
the representative example for a highly successful implementation of mobile money 
among the unbanked strata of a developing economy. 

This article is structured as follows. The next section provides a brief background 
to the global anti-money laundering (AML) standards and the accompanying measures 
to combat the financing of terrorism (CFT). Section 3 introduces m-money and the 
technology providing the structure for sending remittances via a mobile telephone. With 
this background, the fourth section outlines the regulatory features established in the 
Philippines and Kenya to meet the AML/CFT obligations. Section 5 integrates the two 
preceding sections with the presentation of m-money as a potential form of terrorist 
finance, and Section 6 concludes the analysis. 


2 Background: criminal/terrorist finance 


Money laundering was determined as being a criminal practice in the mid-1980s, for use 
as a tool against illegal drugs trafficking and as a means of connecting the proceeds of 
crime with an individual when evidence for other criminal activity was lacking. The 
United States established money laundering as a domestic felony in 1986 and then 
promoted it as an international project through the G7 group of countries, leading to the 
creation of the FATF in 1989. In turn, the initial task of the FATF was to identify the 
techniques used to launder money and then propose methods to prevent or identify 
money-laundering activity (Alldridge, 2008). This task produced the first version of the 
Forty Recommendations, a document since revised twice to reflect changing 
circumstances and practical experience with countering money laundering (FATF, 
2003). Following the terrorist attacks in the US in 2001, the US government prompted 
the FATF to create Special Recommendations to counter the financing of terrorism 
(CFT), which now number nine (Taylor, 2007: 18; FATF, 2001). Financial surveillance 
systems designed for a retail banking sector in Europe are ill-suited for an environment 
where formal banks serve a very small part of the domestic economy and implementing 
them redirects public and private resources away from other, locally more relevant, 
development activities (De Koker, 2005; 2009a). The situation is particularly relevant to 
this analysis as m-money advocates are targeting this technology at the unbanked, that 
vast number of citizens in developing economies without a bank account and probably 
with no convenient access to banking services (Mas and Kumar, 2008). In the case of 
the Philippines three-quarters of the population are unbanked and in Kenya the figure is 
similar, with an estimated 60% of the population unbanked (Pickens, 2009; CGAP, 
2010). 
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The circumstances that preceded the current state of affairs were the following. In 
1999 it came to the public attention that several offshore financial centres had 
functioned as links in a chain of financial transfers that facilitated the flight of a massive 
amount of capital out of Russia in the late 1990s. In response to the media’s exposure of 
this scandal (due in part to the belief that a significant portion represented embezzled 
foreign aid and other forms of illicit capital), and because these events highlighted the 
fact that co-operation between states against money laundering was inconsistent, the 
FATF began to put pressure on non-member states to co-operate with FATF Member 
States and act to counter money laundering. Based on the evaluations it conducted on 
data collected for 29 suspected non-member jurisdictions, the FATF published in June 
2000 a list of 15 jurisdictions determined as non-cooperative with its Forty 
Recommendations against money laundering (FATF, 2000a; 2000b). This blacklist 
established that any financial transaction with a bank or financial institution located in 
one of these jurisdictions was to be treated as ‘potentially criminal’. The first iteration 
of the non-co-operative list contained the Bahamas, the Cayman Islands, the Cook 
Islands, Dominica, Israel, Lebanon, Liechtenstein, the Marshall Islands, Nauru, Niue, 
Panama, the Philippines, Russia, St. Kitts and Nevis, and St. Vincent and the 
Grenadines. While many of these states hosted an offshore financial centre, that fact 
was clearly not a prerequisite as subsequent additions to the blacklist in 2001 and 2002 
included Myanmar, Nigeria and Ukraine (FATF, 2002). 

There was plenty of criticism over the blacklist approach used by the FATF, in 
part because it looked very much like neo-colonialist action by the Member States, 
many of which are developed (and European) states, against the targeted non-FATF 
states, many of which are former European colonies. Even though the FATF had 
previously only evaluated the policies and laws of its member states, this action in 2000 
suggested that the Forty Recommendations should be treated as universal and applicable 
to all jurisdictions. The problem for the FATF was one of encouraging co-operation 
from non-member countries in its project in order to reduce the global risk of money 
laundering. But, at the same time, the blacklist focused only on the small players, 
developing economies that were mostly Caribbean and Pacific Island countries, while 
simultaneously vast amounts of suspicious money were pouring through London and 
New York, demonstrated by the fact that it was the banks in New York that were caught 
handling suspicious money in the first place (van Fossen, 2003). The FATF may no 
longer create and manage a blacklist; however, in recent years it has publicly announced 
‘concerns’ involving ‘the money laundering and terrorist financing risks emanating 
from’ specific jurisdictions (FATF, 2009). In 2009 the list of named jurisdictions 
contained Uzbekistan, Turkmenistan, Pakistan and S40 Tomé and Principe and, 
following the 2010 annual meeting, the FATF released a ‘public statement’ calling for 
the implementation of counter-measures against Iran and identifying North Korea as a 
jurisdiction ‘with strategic AML/CFT deficiencies’ (FATF, 2009; 2010). 

The growth of international collective efforts against terrorism in the first decade 
of the twenty-first century has placed these compliance obligations on all states, large 
and small, irrespective of their own self-perceived risk from al Qaeda and associated 
terrorist organisations. With UN Security Council Resolution 1617, all states are now 
strongly urged ‘to implement the comprehensive, international standards embodied in 
the Financial Action Task Force’s (FATF) Forty Recommendations on Money 
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Laundering and the FATF Nine Special Recommendations on Terrorist Financing’ 
(United Nations Security Council, 2005). Where peer pressure had not been sufficient to 
gain non-member co-operation with the FATF project against money laundering, 
expanding the remit to include terrorist finance provided the leverage to induce global 
co-operation. The actual goal, to interdict terrorist finance or catch illegal drugs 
traffickers, has become immaterial in justifying the creation of procedures to monitor 
financial transactions. The costs for the developing economy, with its constrained 
resources and capabilities, to accomplish the full raft of regulations have come to be 
recognised by the FATF (Vlaanderen, 2009). A document providing ‘Guidance on 
Capacity Building for Mutual Evaluations and Implementation of the FATF Standards 
within Low Capacity Countries’ was released in 2008 (FATF, 2008). The most fruitful 
aspect for developing economies from recent FATF guidance, however, may be the 
introduction of a ‘risk-based’ approach that permits the (low-capacity) jurisdiction to 
scale its implementation and enforcement measures to the perceived risk from any 
particular market sector or financial product (De Koker, 2009b). In terms of m-money 
transactions consisting of migrant remittances, this approach is reflected in the limits 
placed on transaction size and frequency, as outlined below in Section 5. 


3. M-money and mobile labour: remittances via 
mobile telephone 


The desire of migrant labour to send money home, as efficiently as possible at the 
lowest cost available (in order to keep as much as possible for themselves and their 
families rather than giving it to the money transmitter), often means the use of informal 
methods or non-bank institutions. It is especially the case for those migrants who may 
lack the identity documents necessary to use a bank or money-service business like 
Western Union (Vlcek, 2008b: 293-4). The difficulty with regulating some of the 
methods used to transfer migrant remittances is the fact that they operate to some degree 
outside the formal financial system. In a recent World Bank Global Development 
Finance report, the migrant remittances received by developing countries via formal, 
regulated methods were estimated at US$305 bn for 2008, three times the US$95.6 bn 
received in 2001 (World Bank, 2009: 40). The 2008 figure reflects a decline in the rate 
of increase over the immediately preceding years, a reflection of the impact of the 
global financial crisis on migrant labour, while at the same time the data are incomplete 
because of the continued use of informal methods and personal transfers to get money 
home. 

Efforts to regulate or suppress informal methods as possible avenues for money 
laundering, and in particular terrorist finance, have increased the use of formal methods 
by migrants since 2002. Reductions in the cost of using formal methods, bank transfers, 
wire transfers, and now mobile money, have also encouraged the move to formal 
methods that can be regulated and monitored (Vlcek, 2008b). Security experts argue 
that this has succeeded also in making it more difficult for terrorists, and perhaps even 
money launderers, to transfer money without the knowledge of the security services. At 
the same time, since migrants have been forced to use formal methods, this action has 
increased their net cost of transferring money as compared with informal methods. The 
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net result is a reduction in welfare for the destination countries because more money 
now disappears into the fees paid to the service provider, whether a bank or a wire- 
transfer firm. 

The intersection here, between global AML/CFT standards and the size of migrant 
remittances, is present in at least two FATF Special Recommendations on Terrorist 
Financing. In Special Recommendation VI, states are encouraged to enact legislation to 
regulate informal (as in non-financial institutions) methods used to transfer money or 
value. This legislation would cover not only the widely-discussed hawala system, but 
also the padala system used in the Philippines.” The second directly relevant Special 
Recommendation is number VII, concerning wire transfers and the information about 
the sender of the wire transfer which should accompany the transfer message through 
the payment chain to its destination (FATF, 2004). Furthermore, the Forty 
Recommendations have undergone two revisions since they were first formulated and 
now also incorporate new payment technologies and migrant remittances. The potential 
of new payment technologies to create new means for money laundering was included 
with a revised Recommendation 8 (formerly 13) in the 1996 revision. Expanding the 
Forty Recommendations to cover ‘money or value transfer’ occurred with the 2003 
revision which reflected the fear of terrorist finance using hawala that was already to be 
found in the Special Recommendations on Terrorist Financing. 

As mobile telephone technology extended its coverage in developing economies, 
mobile telephone users put the technology to unexpected and innovative uses. The 
precursor to m-money was the purchase by one individual of a pay-as-you-go top-up 
card, which they either sent to a friend or family member or provided him/her with the 
unique code for the top-up card. The recipient would either use the top-up card for their 
mobile telephone account, or sell it to a mobile telephone top-up reseller, who would 
provide them with cash, less an exchange fee (The Economist Special Report, 26 
September, 2009: 14). In essence, the practice whereby a migrant would purchase and 
send a mobile telephone top-up code home became a remittance transfer. Note, 
however, that this method is both unregulated and outside record-keeping, which is the 
essential concern with other forms of informal value transfer. 

This ad hoc technique has been restructured and formalised as m-money, with the 
mobile telephone service provider itself directly facilitating the transfer of money 
through its network of agents and affiliates. These services are not the same as mobile 
banking (m-banking) as it exists in developed economies in Europe and North America. 
For those markets, m-banking provides access to the customer’s bank account(s) and 
offers services connected with that account and the host financial institution, though it 
may include money transfer in some form. Efforts to implement further capabilities, 
such as using monetary value stored in an electronic wallet held by the phone for small 
transactions, have not overcome the consumer’s habit of using cash or a debit card in 
developed countries (Mas and Rotman, 2008). 

By contrast, the experience with m-money in developing-economy markets 
involves small sums associated with the mobile telephone account, which may be 


5. Hawala is the Arabic term for a particular form of informal value transfer and there are other ethnic group- 
based methods, including padala among Filipinos, hundi for the Indian subcontinent, fei-ch’ien for China 
and the black market peso exchange for Latin America (Thompson, 2008). 
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received from and transmitted to a variety of services, including a bank. But, for the 
most part, the transactions are with shops, schools (tuition fees), transportation fares, 
utility bills, and the local government (both to receive benefits and to pay local taxes). 
The significant difference in the adoption of m-money applications between developed 
and developing economies is that citizens in developed economies were already 
‘banked’, with a high penetration of debit cards as an alternative to cash and easy 
availability of cash when desired from their bank accounts due to the high density of 
ATM machines. ‘From the developing world perspective, however, many of these 
services are so out of reach for people that mobile telephones and smartcards may have 
a role to play’ (Mas and Rotman, 2008: 21). And this role involves not only the 
unbanked, but also those with bank accounts where ATMs are not readily available to 
access cash. 


4 The Philippines and Kenya regulate m-money 


A few facts about the Philippines provide a stark image of the situation and are very 
much the motivator for the popularity of m-money. With an estimated 7.5 million 
overseas Filipino workers (OFWs), the Philippines received over US$16 bn in reported 
(formal) remittances in 2008, up from US$6 bn in 2000 (Central Bank of the 
Philippines, 2005, 2009; Belton, 2005). As a point of comparison, a// remittances to 
sub-Saharan Africa (including Kenya) are estimated by the World Bank to total 
US$19.8 bn for 2008 (World Bank, 2009: 55). The important point to appreciate in the 
case of the Philippines, as a leading recipient of remittances by quantity, is that this 
figure accounts for 11.2% of GDP (World Bank, 2010: 355). Subsequently the 
recognition of the important place of remittances in the Philippines’ economy is in turn 
reflected in the variety of government agencies involved in tracking, monitoring and 
encouraging remittances. In terms of gaining access to this money, in the Philippines in 
2006 the number of ATMs (6,867) was less than the number of islands in the 
archipelago (over 7,100), and naturally most of these ATMs are located in urban areas. 
By contrast, mobile telephone coverage is practically universal across the islands, with 
one analyst noting that the Philippines has been described as the SMS texting capital of 
the world, given the popularity of this low-cost means of communications (Forbes, 
2007: 19). The figures are comparable for Kenya; with a population 40% that of the 
Philippines, the banking sector in Kenya was reported to have 1,424 ATMs in 
December 2008, while mobile telephone ownership covered 47.5% of the population 
(CGAP, 2010: 2). International remittance flows to Kenya were estimated by the World 
Bank at 5.6% of GDP for 2008, an amount reported by the Central Bank of Kenya at 
US$611 m. (World Bank, 2010: 355).° 

The two main m-money providers in the Philippines (Smart Communications and 
Globe Telecomm) also represent two different business models for providing these 
services, and consequently two potential regulatory approaches for AML/CFT with m- 
money. Smart Money is a_ service of Smart Communications, a mobile 
telecommunications firm that is a wholly-owned subsidiary of the Philippine Long 
Distance Telephone Company and claiming more than 38.5 million subscribers as of 


6. See the Central Bank of Kenya’s website at www.centralbank.go.ke/forex/diaspora_remit.aspx 
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June 2009 — in a country with nearly 98 million citizens.’ Transactions through Smart 
Money are facilitated through Banco de Oro in the Philippines, and international 
remittances are supported through a network of partners, including, for example, the 
Philippine National Bank office and three remittance firms in London. GCASH is the 
m-money product offered by Globe Telecomm, and its international remittances are also 
supported by a network of partners again including the Philippine National Bank and 
remittance firms in the UK, among others.” Together these two firms have 8 million 
registered users (CGAP, 2008: 1). The significant difference between GCASH and 
Smart Money for the purposes of this analysis is the fact that Globe Telecomm, the 
company providing GCASH, is not partnered with a bank. Instead, it is registered as a 
remittance provider, and customer funds are pooled and deposited by the firm across 
several commercial banks (ibid.: 7). Consequently, the regulatory structure for GCASH 
as a non-financial business is conceptually different from Smart Money, which is 
regulated as a bank in the Philippines through its partnership agreement with Banco de 
Oro. 

Anti-money laundering supervision for both firms is conducted by the Bangko 
Sentral ng Pilipinas (BSP, the Philippine Central Bank is the banking regulator) and the 
Anti-Money Laundering Council (AMLC, the Philippine financial intelligence unit). 
However, because GCASH is not affiliated with a bank and is not itself a financial 
institution, this regulatory approach was achieved only following lengthy negotiations 
with the BSP and AMLC in advance of making the service publicly available to 
customers. The successful implementation of m-money in the Philippines has been 
achieved in full awareness of the potential risks of mis-use. The authors of a FIRST 
Initiative report on the implementation of the FATF Recommendations in developing 
economies included m-money in the Philippines as a case study for its implementation 
of AML/CFT regulation in conjunction with the introduction of new payment 
technologies.’ The case of the Philippines is a product of more than simply the 
widespread use of mobile telephones and the popularity of SMS text messages. “The 
development of cell-phone banking in the Philippines coincided with the development 
of the country’s AML/CFT regime’ subsequent to its inclusion on the FATF blacklist in 
2000 (Bester et al., 2008: 169). Aware that they were under close observation by foreign 
regulators, government officials in the Philippines sought to ensure compliance with 
AML/CFT requirements while at the same time pursuing an agenda for expanding the 
provision of financial services to the unbanked (CGAP, 2008: 1). 

Similar to this open, innovative approach for regulating new payment technologies 
is the experience of M-PESA in Kenya. This m-money service of Safaricom is widely 
referenced as an example because of its phenomenal growth in customer numbers in a 
very short time period. Launched in March 2007, it had 6 million registered users by 
February 2009, close to half of the total customer base of Safaricom in Kenya (Mas and 
Morawczynski, 2009: 77). This extraordinary success reflects the dominant position of 


7. See http://smart.com.ph, population figure from the CIA World Factbook, July 2009 estimate at 
www.cia.gov/library/publications/the-world-factbook/geos/rp.html 

8. See http://gcash.globe.com.ph 

9. The Financial Sector Reform and Strengthening (FIRST) Initiative is a multinational development 
programme providing funds to projects on financial supervision and regulation in developing economies, 
see www firstinitiative.org. 
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Safaricom in the mobile telephone market in Kenya, as well as representing a low-cost, 
safe and quick means of sending money home. As mentioned above, the remittance 
sector in Kenya is different from that of the Philippines in that it has a significant 
domestic pattern, from urban areas of Kenya back to the rural locations from which a 
mostly male migrant labour force originated (Morawczynski, 2008). The application of 
the service to remittances was heavily promoted at its launch, emphasising the use of a 
mobile telephone as the means to ‘send money home’ (Mas and Morawczynski, 2009: 
79). Even though the significant remittance flow may be domestic, an international 
remittance path from the UK to Kenya via M-PESA is available from several partners in 
the UK. Using M-PESA from the UK has the advantage that a remittance can reach a 
friend or family member in Kenya who does not have easy access to a bank branch or 
ATM. 

The M-PESA story is not a straight vector of growth and increasing success, for its 
success has attracted attention from the Kenyan banking sector due to the competitive 
challenge that it represents to the traditional banking community. One indication of the 
presence of competitive pressure is statements concerning the trust held by Kenyans in 
M-PESA versus the banks during the post-election crisis in early 2008. ‘M-PESA was 
used to transfer money to people trapped in Nairobi’s slums at the time, and some 
people regarded M-PESA as a safer place to store their money than the banks, which 
were entangled in ethnic disputes’ (The Economist, 2009: 14; see also Morawczynski 
and Pickens, 2009: 2). Subsequently, banks responded with increased pressure on the 
Central Bank of Kenya, the banking regulator, to regulate the m-money service as a 
bank, suggesting that it was engaged in unscrupulous practices. The underlying problem 
is the legal and regulatory structures in Kenya with respect to m-money applications and 
which agency should regulate a business that results from the conjoining of two 
industries, the financial regulator or the telecommunications regulator (Njiraini and 
Anyanzwa, 2008). In this particular instance the solution was to take no action. M- 
PESA had initiated its operation under the guidance of a No-Objection Letter issued by 
the Central Bank of Kenya, that essentially left it to operate in a regulatory vacuum 
(Porteous, 2009: 83). It was not regulated as a financial service because it only 
facilitated the transfer of money, not in itself considered a financial service. The result, 
once the banks became aware of the extent of the competitive challenge to their existing 
business from M-PESA, was to highlight the absence of effective prudential regulation 
and the potential for abuse, for example, the mis-use of the cash float maintained by M- 
PESA agents. 

M-PESA does not, however, fit the traditional definition of a bank (in contrast to 
the perceptions of some bankers in Kenya). A bank, in the traditional sense, accepts 
deposits (for which it pays interest) and lends money (for which it collects interest); all 
other services offered are ancillary and variations on these two basic functions. M- 
PESA, and m-money more generally (as defined here), do not involve interest payments 
of either sort; it is not a financial service gua bank, rather it is a payment service and 
facilitates the transfer of money from one person (natural or legal) to another person 
(natural or legal). Consequently, in addition to remittances, M-PESA (and GCASH and 
Smart Money in the Philippines) are used to pay for goods and services, becoming 
essentially an electronic purse that is safer than cash for the unbanked of Kenyan society 
(The Economist, 2009: 16; Morawcezynski and Pickens, 2009: 2). In the various contexts 
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in which the ordinary citizen of a developed economy uses a debit card, the M-PESA 
customer sends an SMS text message. And it is in that action that the competitive 
challenge emerges, for a bank gains revenue from facilitating payment services — debit 
cards, credit cards, cheques and ATM transactions — and if customers and potential 
customers are using m-money (of the kind that does not partner or interface with a 
bank), then the banking sector is deprived of that revenue stream. M-PESA was 
established before industry regulation covering payment systems was implemented in 
Kenya. The National Payments Bill, which was to establish formal regulatory guidance 
for the mobile money sector, had not yet been enacted as of September 2009 (The 
Business Daily, 2009). The issue then for some commentators is the risk of the mis-use 
of m-money, and in particular the risk of m-money to finance terrorism, which is 
outlined in the next section. 


5 M-money as dangerous money 


M-money falls into the domain characterised by the FATF as ‘new payment 
technologies’ and as such represents new avenues for money laundering and terrorist 
finance (FATF, 2006)."” One scenario that has been constructed to demonstrate how an 
illicit transfer might be facilitated with m-money involves the use of an anonymous, 
stored value card and a disposable mobile telephone (Ehrenfeld, 2009). The strategy 
employed is one where an individual uses a free anonymous email account to register 
the mobile telephone number and the stored value card with an m-money service 
provider. After uploading the value from the card, the individual uses the mobile 
telephone to connect with the m-money service and transmits a SMS text message 
instructing the transfer of the uploaded funds. The m-money service notifies the 
recipient of the transfer, who has obviously also established an account, also using a 
disposable mobile telephone, and then either transfers the funds onwards or withdraws 
them as cash. To further conceal the transaction both mobile telephones are thrown 
away and new ones acquired for the next such transfer.'' The risks implicit in this 
scenario require customer anonymity, limited record-keeping by the service provider 
and avoidance of contact by a user with an agent of the m-money service provider. 
Clearly this process, involving constantly changing mobile telephones and 
registering new accounts, would not be an efficient money-laundering method, given 
that money laundering is facilitated by a somewhat permanent structure of registered 
financial institutions and there is generally a continuous money flow that needs to be 
laundered. The strategy could be conducive to terrorist financing, as an intermittent and 
ad hoc transfer, but as described it is predicated on the ability to register for an account 
anonymously with the m-money service. At present, the method described remains a 
notional tactic for using m-money to accomplish an anonymous transfer of money. 
‘There are no observed ML/TF [money laundering/terrorist finance] typologies 
associated with the current use of mobile payment systems’ (FATF, 2006: 15). In part, 
this FATF statement is due to the fact that, at least for the three m-money services 


10. More recently the GSM Association (GSMA) released a discussion paper providing one methodology for 
assessing AML/CFT risks in the mobile money sector (Solin and Zerzan, 2010). 
11. See also Chatain et al. (2008: 11-4) for an extended discussion of other potential risks. 
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described here, anonymous registration is not an option. Both Kenya and the Philippines 
require face-to-face contact to register a m-money account, a registration process that 
also requires the presentation of specified forms of government-issued identity 
documents. All transfers are via text messages, which establishes an audit trail 
identifying at a minimum the transmitting telephone, even if the transfer is sent to a 
phone that does not have an account with the m-money service. And in the latter case it 
remains necessary to visit an agent of the service provider in order to get the cash from 
the transfer. Finally, the very nature of the remittance corridors, the flow of a large 
quantity of small sums of money to these developing economies, suggests that this 
tactic is actually improbable for money-laundering purposes though still a possibility for 
terrorist finance. 

As already noted, the Philippines was very aware of such concerns and therefore 
included AML/CFT regulatory features in its governance of the new financial service. 
In addition, GCASH and Smart Money are ‘closed’ systems, meaning that payments are 
only possible between subscribers, whereas M-PESA is ‘open’ in that a transfer may be 
sent out to a non-subscriber (naturally with the encouragement of becoming a 
subscriber) (Mas and Morawezynski, 2009: 86-7). Finally, to reduce the opportunities 
for money laundering by registered customers, these three services impose limits on 
transaction and account size that are sufficient for the purpose of small transfers but 
inconvenient for money laundering or even the transfer of a one-off significant sum to 
one’s family or friends (see Table 1). 


Table 1: Transfer limits as risk mitigation 


GCASH M-PESA Smart Money 
Individual transfer PHP 10,000 PHP 10,000 
limit (US$210.93) (US$210.93) 
Daily limit PHP 40,000 KES 35,000 PHP 40,000 
y (US$843.70) (US$465.74) (US$843.70) 
Rignento lane PHP 100,000 PHP 100,000 
7 (US$2, 109.26) (US$2,109.26) 
Maier aos KES 50,000 PHP 50,00 
(US$665.34) (US$1,054.63) 


Notes: Exchange rates: 1 US$ = 47.41 PHP; 1 US$ = 75.15 KES (1 November 2009, www.xe.com). 
Sources: (Asia/Pacific Group on Money Laundering, 2009; CGAP, 2008; Mbugua, 2008). 


6 Consequences for the developing-economy financial sector 


The Commonwealth Secretariat commissioned a research project to derive an empirical 
evaluation of the costs and benefits from hosting a financial centre in a small developing 
economy in the light of global AML/CFT requirements (Sharman and Mistry, 2008). 
The project collected survey data from three small Commonwealth member states — 
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Barbados, Mauritius and Vanuatu. The analysis from these data concluded that the costs 
of compliance exceeded any measurable benefits from hosting the offshore financial 
centre in these three small developing economies (ibid.: 178). As the authors observed, 
the government budgetary obligation that is required to maintain compliance with 
international standards is a drain on the developing economy, one that their analysis did 
not find to be adequately covered by the financial centre’s contribution to the economy 
(ibid.: 164). Subsequent to this research project the FATF has been encouraging a ‘risk- 
based’ approach for implementing its Recommendations, a strategy of particular benefit 
to developing economies (De Koker, 2009b). To some extent, and perhaps without 
intending it, the Philippines and Kenya are in line with this strategy in their AML/CFT 
regulations of m-money, requiring formal government-issued identification when 
establishing an account and then limiting transfers to a level appropriate to the target 
market of low-income users. Assessing the risk of money laundering or terrorist finance 
for this customer base to be low, it is an appropriate approach. 

This article has attempted to overcome a bias present in much of the literature on 
this topic, namely, the fact that, when focused on m-money or mobile finance and pro- 
poor development, the literature generally contains very limited discussion on 
AML/CFT requirements. When these requirements are mentioned, it is often framed as 
a restraint or hindrance on the establishment and growth of this technology for the 
benefit of the lower strata of developing societies.” On the other side, the literature 
focused on AML/CFT strategies and their implementation in the economic sphere 
generally emphasises the danger and threat (as outlined above) in any discussion 
involving mobile applications and electronic finance and payment technologies.» The 
objective here is to underscore the need for regulation and supervision of mobile 
technologies, while maintaining recognition of the development and social-welfare 
opportunities from the use of mobile telephones and m-money as a payments system in 
a developing economy. 

There are a variety of risks present in the operation and regulation of the m-money 
sector, and each risk presents a potential barrier to the role of m-money for financial 
inclusion and economic development. In addition to the risks highlighted here involving 
money laundering and terrorist finance, there are the risks common to many financial- 
sector enterprises, including fraud, prudential management of assets, maintaining audit 
trails to support law enforcement investigations and maintaining a good reputation with 
customers and regulators. Consequently, a challenge confronting developing economies 
before implementing an institutional architecture supporting m-money is its regulatory 
structure — a structure that, independent of AML/CFT requirements, needs to oversee 
the firms and their financial agents, guarantee consumer protection rights, etc. As seen 
from the cases discussed here, it is the treatment of the m-money service provider, 
whether as a financial (banking) institution, as a partner to a financial institution or as a 
non-financial firm offering (non-bank) payment services, that must first be resolved. 
The regulatory approach followed then determines which government agency is 
responsible for regulating the m-money environment and consequently the AML/CFT 
requirements. 


12. Exceptions to this bias include Solin and Zerzan (2010) and Isern and De Koker (2009). 
13. Similar concerns have been raised, for example, over prepaid debit cards (Choo, 2009; Linn, 2008). 
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A middle ground between security and development, facilitated by a risk-based 
approach, is demonstrated by the developmental success of m-money in transferring 
remittances found in the two cases presented here. While formal legislation in Kenya 
may lag behind the implementation of m-money services, any AML/CFT issues were 
addressed by establishing industry practices similar to those present in the regulations of 
the Philippines." In the absence of AML legislation, the regulatory approach followed 
in Kenya accomplished the developmental goals for m-money and to all appearances 
achieved a risk-based strategy to deal with the AML/CFT aspects. Kenya is a new 
member of the Eastern and Southern African Anti Money Laundering Group 
(ESAAMLG) and had not undergone a mutual evaluation of its AML/CFT regime at the 
time of writing. In the case of the Philippines the regulatory structure established for m- 
money received a ‘seal of approval’ in its most recent mutual evaluation, conducted by 
the World Bank with the support of the Asia/Pacific Group on Money Laundering. It 
was the first AML mutual evaluation conducted in the Philippines since the introduction 
of m-money technologies and their widespread adoption. The report noted that the 
regulatory authorities in the Philippines had ‘gone a long way to ensure that innovative 
technologies could not provide an attractive means to engage in ML and TF’ 
(Asia/Pacific Group on Money Laundering, 2009: 124). It was also quite positive about 
the regulatory structure as demonstrating ‘that a tailored approach to regulation of new 
technologies is indeed possible’ (ibid.: 130). The experience of Kenya and the 
Philippines with regulating m-money should be closely assessed by other developing 
economies when considering the introduction of similar systems to advance financial 
inclusion and ease money transfers among the unbanked. 
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